SEGURE TRANSFER SERVICE
USER GUIDE




INTRODUCTION

This user guide has been created to help you navigate MOVEit, our secure file transfer service.
Before you can use the service, you will need to be set up with a personal login and password.

UCAS sets up logins for all Primary Correspondents. If you require other users in your college
or university to have access, your Primary Correspondent can request this via SNOW. You can
have a maximum of 5 logins per provider.

We expect you to keep your login confidential and for individuals to have their own log-ins.

First notification

The Primary Correspondent for each provider is set up with an account on the file transfer service.
A notification email will be sent out requesting that the Primary Correspondent logs into the service
and changes their password.

Logging in

The service can be accessed via the providers” area of ucas.com or directly from this link:
https://transfer.ucas.com/

You will see a sign-on screen like this:

€ C | @ Secure | hitps:/fransfer.ucasenvironments.com huiman asp<er=15174094658Arg 1 2=52r10s #

B mps [ sevieNow | HPL | WPz (| ST | pRERD | pRoo || Uik [ okbservketow () Ipswkch rine e

UCAS

Username

Password

Password

Request a password change

Security Notice
You are about to access a secured resource.
transfer.ucasenvironments.com reserves the right
o monitor and/or limic access to this resource at

Please note that different internet browsers may look slightly different.
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https://transfer.ucas.com/

Your username will be your email address

The first time you log in, you will be asked to change your password. You will see a screen like this:

& C | & Seoure | hipsy/ftransfer.ucasenvironments.com or ¥
H apps [ Servceow w1 2 PREPROD s [ odServietion () Tpswich Orine He
@
Sign on successful
¢« cla wandh & o %
ops [ servcenvow e oo s [ odserviconion () ipswstch oo el
rdl change succe
it tc

Password updates

Please be aware that, for security purposes, passwords expire every 90 days. You can update
your password at any time, by clicking on My Account and following the instructions on screen.
If you haven't signed in recently, make sure you have access well in advance of needing it.

You will receive an email notification reminding you to set a new password 15 days and 48hrs
before the 90-day expiry period. If you do not update your password within the 90 days,
then your password will expire and account suspended meaning you will not be able to

access your MOVEit account.

If your password has expired, please contact the Customer Success Team on 0344 984 1111,

or contact us via the self-service ServiceNow portal.

If you don't have a user account and would like one to set up, please raise a ticket through

the ServiceNow portal.
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https://www.ucas.com/providers/services/ucas-servicenow-portal
https://www.ucas.com/providers/services/ucas-servicenow-portal

Your folder

Once you have successfully logged in, you will see the home folder for your provider. This is shared
by any members of staff your UCAS Primary Correspondent has requested.

< C | @ Secure | hips://ransfer.ucasenvironments.com,

i s [ Seveow | Hepd

HEP2 st PRE PROD PROD

*
unks [ oid-serviceow [ Ipswitch Oniine Help
UCAS

Signed onto transfer.ucasenvironments.com 35 Test user (t2stusen). My Account Signout el
welcome to UCAS Secure File Transfer Service

(=S = = [ Home F
e “} [ Home Folder Inbox
P )

Q e

Contacts
Upload Send Package Request Files

Go To Folder.

Vv New Files (0)

~ New Packages (0)

You will be sent an email when there is a new file to download from your folder.

e file “testing” is uploaded in UCAS Secure

n

oad this fi

e over a secure connection.

To access these files, log into the service and your home screen will list the files available to download.

€ > G [@ seare | ntps

transferucasenvironments.com,

QB ¢
UCAS

W Folders

ironments.com s Test uzer. Account
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Select the files to be downloaded and press Download.

& C | @ secure | hitps//transferucasenvironments.com Q%@ a
UCAS

WmFolders

GoTo Folder.

Downloads X
@) Test ot ~ Showall | X

Notes on file retention

The purpose of this service is file transfer; it is not a storage system. When files are made available
through the service, they will remain accessible to download for 90 days. After 90 days files will be
removed from the service.

You may notice there is a File Actions function allowing you to delete files from system, any files that
are removed by you will be retransferred automatically again after a short time and will result in you
receiving an additional email notification of transfer. We suggest you do not use this function.

We are not currently allowing the uploading of files. Anything you upload into the folders will be
automatically deleted.

Uploading a file to UCAS using the secure file transfer service as a GUEST user

Once your account has been created on our secure file transfer service, you will receive an email from
transfer.ucas.com, which will contain your username and temporary password:

Self-Registration Notification Inbox

transfer ironments.com Notification Service transfer@ucas.ac.uk via sendgrid.net 455 PM (49 minutes ago) -

(i ) Self-Registration Notification

Welcome to transfer nments com! Please use the following URL to access the system over a secure connection. Once authenticated, you will be able to send a package to the

s) you identified during the self registration process.

( https:/transfe yments com/human aspx?Orgl

7&language=en&Username=princejeba prabhu%40gmail com&Arg

39-4372-93cd-d3a0e8a777{0 )

Use the following credentials when prompted

Username: princejeb.
Password: arngogsn

rabhugmail . com

If you need assistance, please contact UCAS HEP Team at 0344 984 1111/

Regards
transfer ucasenvironments com Notification Service

Click on the link in the email you receive. This will open the sign in page in your internet browser.
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The page will pre-populate your username automatically — you just need to enter the password
received in your email, then click ‘Sign On'.

UCAS

Username

princejeba.prabhu@gmail.com

Password

Once the Password entered it will be directed to ‘Send a Package’ as below:

M Send a package

send

Files: Total: 08

Launch the Upload Wizard

Send

Holaad/Dawnlaad Wizard Statuc:

The To’ field will be pre-populated with the correct UCAS email address — please do not change this.
The ‘Subject’ field is a mandatory field, so please ensure you enter something, e.g. ‘File Upload'.

The ‘Note’ field is a mandatory field, so please ensure you enter some text, e.g. ‘Please find attached file.
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You can now attach the file you want to upload —to do this, click on the ‘Launch the Upload
Wizard' button. The following dialogue box displays:

Upload Files X

Browne

Locate and select the file you wish to upload, and click on the ‘Upload’ button.

Upload Files X

Drop files to add or Browee...
[ Testing.xlsx x
Send package immediately after upload
Upload Cancel

Once you have successfully uploaded the file, click ‘Close’.

Upload Files

@ Testing.xlsx

Send package immediately after upload

Cloee

MOVEit — secure file transfer service user guide 7.




You will see that the file has been attached. There is no need to tick any of the additional ‘Options’ —

once you are happy, click ‘Send'’.

pjsbarsj@ucas.ac.uk

Subjects
(Fequired)

e A TS

Recuired)
Testing

Files: - -
b Testinglsx [ (2.2K2) | %
Total: 83 KB

Launch the Upload Wizard

Send

The file will then be securely transferred to UCAS. You can now click ‘Sign out’ and close the

browser window.
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